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UNIT-I

LINUX UTILITIES AND SHELL PROGRAMMING

I. Introduction toLinux:

Linux 1s a Unix-like computer operating system assembled under the model of free and
opensource software development and distribution. The defining component of Linux 1s the

Linuxkernel, an operating system kernel first released 5 October 1991 by Linus Torvalds.

Linux was originally developed as a free operating system for Intel x86-based personal
computers. It has since been ported to more computer hardware platforms than any other
operatingsystem. It i1sa leadingoperatingsystemon serversandother big 1ronsystemssuchas
mainframe computers and supercomputers more than 90% of today's 300
fastestsupercomputers run some variant of Linux, including the 10 fastest. Linux also runs on
embedded systems (deviceswhere the operating systemistypically built into the firmware and
highly tailored to the system) such as mobile phones, tablet computers, network routers,
televisions and video game consoles; the Android system in wide use on mobile devices isbuilt
on the Linux kernel.

Basic Features

FollowingaresomeoftheimportantfeaturesoflLinuxOperatingSystem.

« Portable - Portability means softwares can works on different types of hardwares in
sameway.Linuxkernelandapplicationprogramssupportstheir installationonanykind of
hardware platform.

e Open Source - Linux source code 1s freely available and 1t is community based
development project. Multipleteamsworksincollaborationto enhancethecapability of
Linux operating system and 1t 1s continuously evolving.

e Multi-User-Linuxisamultiusersystemmeansmultipleuserscanaccesssystem
resources like memory/ ram/ application programs at same time.

e Multiprogramming - Linux 1s a multiprogramming system means multiple
applications can run at same time.

e HierarchicalFileSystem -Linuxprovidesastandard filestructureinwhichsystem
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files/userfilesarearranged.

e Shell - Linux provides a special interpreter program which can be used to execute
commandsoftheoperatingsystem.It canbeused todo varioustypesofoperations,call
application programs etc.

e Security -Linuxprovidesuser securityusingauthenticationfeatureslikepassword

protection/ controlled access to specific files/ encryption of data.

LinuxAdvantages

. Lowcost: Youdon't needto spendtimeand moneytoobtainlicensessinceLinuxandmuch
ofitssoftwarecomewiththeGNUGeneralPublic License. Y oucanstarttoworkimmediately
without worrying that your software may stop working anytime because thefree trial version
expires. Additionally, there are large repositories from which you canfreely download high
quality software for almost any task you can think of.

2 Stability:Linuxdoesn't needtoberebootedperiodicallyto maintainperformance levels.
Itdoesn’t freeze up or slow downovertime due tomemoryleaks and such. Continuous up-
times of hundreds of days (up to a year or more) are not uncommon,

3.Performance: Linux provides persistent high performance on workstations and
onnetworks.Itcanhandleunusually largenumbersofuserssimultaneously andcanmake
oldcomputers sufficiently responsive to be useful again.

4 Network friendliness: Linux was developed by a group of programmers over thelnternet
and has therefore strong support for network functionality; client and server systems can be
easily set up on any computer running Linux. It can perform tasks such as network backups
faster and more reliably than alternative systems.

5. Flexibility: Linux can be used for high performance server applications, desktop
applications, and embedded systems. You can save disk space byonly installing the
componentsneeded foraparticularuse. Y oucanrestrict theuseofspecificcomputersby

installing for example only selected office applications instead of the whole suite.

6. Compatibility:It runsallcommonUnixsoftwarepackagesandcanprocessallcommontile
formats.

7.Choice: The large number of Linux distributions gives you a choice. Each distribution 1s

developedandsupportedbyadifferentorganization. You canpicktheoneyou likebest;the
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corefunctionalitiesarethesame: mostsoftwarerunsonmostdistributions.

8. Fastandeasyinstallation: MostLinuxdistributionscomewithuser-friendlyinstallation and

setup programs. Popular Linux distributions come with tools that make installation of

additional software very user friendly as well.

9. Fulluseofhard disk:Linuxcontinuesworkwellevenwhenthehard diskisalmostfull.

10. Multitasking: Linuxisdesignedto domanythingsatthesametime;e.g.,alargeprinting job in

the background won’t slow down your other work.

1. Security: Linux 1s one of the most secure operating systems. “Walls™ and flexible file

access permission systems prevent access by unwanted visitors or viruses. Linux users have

to option to select and safely download software, free of charge, from online repositories

containingthousandsothighqualitypackages. Nopurchasetransactionsrequiringcredit card

numbers or other sensitive personal information are necessary.

12. OpenSource: Ifyou develop softwarethat requiresknowledgeor modificationofthe

operatingsystemcode,Linux ssourcecodeisat yourfingertips.MostLinuxapplications are

Open Source as well.

DifferencebetweenUNIXandLINUX

Features LINUX UNIX
Cost Linuxcanbefreelydistributed, DifterentflavorsofUnixhave
downloadedfreely distributed differentcoststructuresaccording
throughmagazines,Booksetc. to vendors
Therearepricedversions for
Linuxalso,but theyare
normallycheaperthan
Windows.
Development LinuxisdevelopedbyOpen Unixsystemsaredividedinto
and Sourcedevelopmenti.e.through variousotherflavors, mostly
Distribution sharingandcollaborationof developedbyAT&T aswellas
codeandfeaturesthrough variouscommercialvendorsand
forumsetcanditisdistributed non-profitorganizations.
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byvarious vendors.

Manufacturer Linuxkernelisdeveloped by Threebigestdistributionsare
thecommunity. LinusTorvalds Solaris(Oracle), AIX(IBM)&HP-
overseesthings. UXHewlettPackard. AndApple

MakesOS X, anunixbasedos..

User Everyone Fromhomeusersto Unixoperatingsystemswere
developersandcomputer developed mainlyformainframes,
enthusiastsalike. serversandworkstationsexcept

OSX,Whichisdesignedfor
everyone. TheUnixenvironment
andtheclient-server program
modelwereessentialelementsin
thedevelopment ofthelnternet

Usage Linuxcan beinstalledonawide TheUNIXoperatingsystemisused

varietyofcomputerhardware,
ranging frommobilephones,
tabletcomputersand video

cameconsoles.tomainframes

andsupercomputers.

ininternet servers,workstations&
PCs. Backboneofthemajorityof
finance infastructureandmany

24x365highavailabilitysolutions.

File system

Ext2 Ext3 Ext4 Jifs ReiserFS.

ifs,gpfs.hfs hfs+ ufs xfs, zfs

support Xfs,Btrfs,FAT, FAT32 NTEFS format
Textmode BASH(BourneAgainSHell)is OriginallytheBourneShell. Now
interface theLinuxdefaultshell. Itcan it'scompatiblewithmanyothers

supportmultiplecommand

interpreters.

includingBASH, Korn&C.

Whatis it?

Linux 1sanexampleofOpen
Sourcesoftwaredevelopment
andFreeOperating System

(OS).

Unixisanoperating systemthatis
verypopularinuniversities,

companies,bigenterprisesetc.

10
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GUI Linuxtypicallyprovides two InitiallyUnixwasa command
GUIs. KDEandGnome.But basedOS, butlateraGUI was
thereare millionsofalternatives createdcalledCommonDesktop
suchasLXDE Xfce,Unity, Environment. Mostdistributions
Mate,twm.ect. nowshipwithGnome.

Price Freebutsupportisavailablefor Somefreefordevelopment use
aprice. (Solaris)butsupport 1savailablefor

aprice.

Security Linux hashad about60-100 AroughestimateofUNIXviruses
viruseslistedtilldate. Noneof 1s between835-120virusesreported
themactivelyspreading tilldate.
nowadays.

Threat Incase ofLinux.threat Becauseoftheproprietarynatureof

detectionand detectionandsolutionis very theoriginalUnix,usershaveto

solution fast, asLinuxismainly waitfor awhile togetthe proper
communitydrivenand bugfixingpatch. Butthesearenot
whenever anyLinuxuserposts ascommon.
anykindofthreat,several
developersstartworkingonit
fromdifferentpartsoftheworld
Processors Dozensofdifferentkinds. x86/x64,Sparc,Power Itanium,
PA-RISC,PowerPCandmany
others.

Examples Ubuntu,Fedora.RedHat, OSX.Solaris, AllLinux
Debian,Archlinux.Androidetc.

Architectures Originallydeveloped forlntel's 1savailableonPA-RISCand

x86hardware,ports available

for overtwodozenCPUtypes
including ARM

Itaniummachines.Solaris also
availableforx86/x64based
systems.OSXisPowerPC(10.0-
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10.5)/x86(10.4)/x64(10.5-10.8)

system)andeventuallyafter

addingmanyfeaturesotfGUI,

Driversetc, LinusTorvalds

OSthatbecameLINUXin
1992 TheLINUXkernelwas

releasedon7th September,
1991

Inception InspiredbyMINIX(aUnix-like

developedtheframeworkofthe

In1969.1twasdevelopedby a
groupofAT& TemployeesatBell
LabsandDennisRitchie Itwas
writtenin”“C” 'languageandwas
designedtobeaportable, multi-
taskingandmulti-usersystemina

time-sharingconfiguration

LinuxDistribution(OperatingSystem)Names
Afewpopularnames:

|.RedhatEnterpriseLinux

2. FedoraLinux

3. DebianLinux

4. SuseEnterpriseLinux

5.Ubuntu Linux

CommonThingsBetween Linux& UNIX
Bothsharemanycommonapplicationssuchas:
|.GUL file, andwindowsmanagers(KDE, Gnome)
2. Shells(ksh.csh. bash)

3. VariousoftficeapplicationssuchasOpenOffice.org
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4. Developmenttools(perl.php, python,GNUc/c++compilers)

5. Posixintertace

LayeredArchitecture:

Architecture
Applications Compilers
\ Shell /
Applications = orib -
Kernel l ‘ jser ]
:. Hardwaré_: '
| S— __fl
vi h"\\_._l/ y /' date
cd grep

LinuxSystemArchitectureisconsistsoffollowinglayers
e Hardwarelayer-HardwareconsistsofallperipheraldevicestRAM/HDD/ CPUetc).

e Kernel-CorecomponentofOperatingSystem,interactsdirectlywithhardware, provides low

level services to upper layer components.

e Shell - An interface to kernel, hiding complexityofkernel's functions fromusers. Takes

commands from user and executes kernel's functions.

e Utilities-Utilityprogramsgivingusermostofthefunctionalitiesofanoperating systems.

LINUXFilesystem
Linux file structure files are grouped according to purpose. Ex: commands, data files,
documentation. Parts of a Unix directory tree are listed below. All directories are grouped

under the root entry"/". That part of the directorytree 1s left out of the below diagram.
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Optional add-on Apps

Mount Directory

Removable Devices

Service Data

i
BB B

1. /~Root

Everysinglefile anddirectorystartsfromthe rootdirectory.

Onlyrootuserhaswriteprivilegeunderthisdirectory.

]
Pleasenotethat/rootis root user shomedirectory whichisnotsameas /.

2. /bin—UserBinaries

Containsbinaryexecutables.

Common linux commands you need to use in single-user modes are located under
thisdirectory.

Commandsusedbyalltheusers ofthe systemarelocatedhere.

Forexample: ps,ls.ping. grep.cp.
3. /sbin— SystemBinaries

Justlike/bin./sbinalsocontainsbinaryexecutables.

But,thelinuxcommandslocatedunderthisdirectoryareusedtypicallybysystem aministrator,
for system maintenance purpose.

Forexample:iptables,reboot.fdisk, ifconfig.swapon

4. /Jetc —ConfigurationFiles




Containsconfigurationfilesrequiredbyallprograms.

This also contains startup and shutdown shell scripts used to start/stop individual
programs.

Forexample:/etc/resolv.conf./etc/logrotate.conf

5. /dev—Device Files

Containsdevicefiles.

Theseincludeterminaldevices,usb, oranydeviceattached tothesystem.

Forexample:/dev/tty 1./dev/usbmon0

6. /proc—ProcessInformation
|

Containsinformationaboutsystemprocess.

Thisisapseudofilesystemcontainsinformationaboutrunningprocess.Forexample:
/proc/{pid}directorycontains informationabouttheprocesswiththatparticular pid.

Thisisavirtualfilesystemwithtextinformationaboutsystemresources. Forexample:
/proc/uptime

7. /lvar—VariableFiles

varstandsforvariablefiles.

Contentofthefilesthatareexpected togrow canbefoundunderthisdirectory.

This includes — system log files (/var/log). packages and database files (/var/lib).emails
(/var/mail); print queues (/var/spool); lock files (/var/lock), temp files needed across
reboots (/var/tmp);

8. /tmp— TemporaryFiles

Directorythatcontainstemporaryfilescreatedbysystemandusers.

Files underthis directoryaredeletedwhensystemisrebooted.

9. /usr—UserPrograms

Containsbinaries,libraries,documentation,andsource-codeforsecondlevelprograms.

fusr/bincontainsbinaryfilesforuserprograms lfyoucan’tfindauserbinaryunder

/bin,lookunder/usr/bin. Forexample:at,awk.cc.less.scp

/usr/sbin contains binary files for system administrators. If you can't find a system
binaryunder /sbin, look under /usr/sbin. For example: atd, cron, sshd, useradd. userdel

/usr/libcontains librariestor/usr/binand /usr/sbin

/usr/localcontainsusersprogramsthatyouinstallfromsource Forexample, whenvyou
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installapachefromsource.itgoesunder/usr/local/apache?2

10. /home—Home Directories

Homedirectoriestor alluserstostoretheir personalfiles.

Forexample:/home/john,/home/nikita

11. /boot — Boot LoaderFiles

Containsbootloaderrelated files.

Kernelinitrd. vmlinux_ grubfilesarelocatedunder /boot

) Forexample: mitrd 1img-2 6.32-24-generic,vmlinuz-2 6.32-24-generic

12. /lib—SystemLibraries

Containslibraryfilesthatsupportsthebinaries locatedunder/binand/sbin

Libraryfilenamesareeitherld*orlib* so.*

) Forexample:ld-2.11.1 so. hibncurses.so.5.7

13. /opt—Optionaladd-onApplications

optstandsforoptional.

L] . - - - - _—
Containsadd-onapplicationsfromindividualvendors.

add-onapplicationsshouldbeinstalledundereither/opt/or/opt/sub-directory.

14. /mnt—Mount Directory

Temporarymountdirectorywheresysadminscanmountfilesystems.

15. /media—RemovableMediaDevices

Temporarymount directoryforremovabledevices.

For examples, /media/cdrom for CD-ROM; /media/floppy for floppy drives:
/media/cdrecorderforCD writer

16. /srv— ServiceData

srvstandsforservice.

| : A ;
Containsserverspectficservicesrelated data

- 3
Forexample./srv/cvscontainsCVSrelated data.

1. LinuxUtilities:
FileHandli
ng
utilities:

Cat
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Command:

cat linuxcommandconcatenates filesandprintitonthestandard output.

SYNTAX:

TheSyntax
IS

cat [OPTIONS] [FILE]..

OPTIONS:
-A Showall.
-b Omitsline numberstorblankspaceinthe output.

-eA$characterwillbeprintedattheendofeachlinepriorto anew line. -E Displays a $
(dollar sign) at the end of each line.

-n Linenumberstoralltheoutputlines.

-slftheoutputhasmultipleemptylinesit replacesit with oneemptyline. -T Displays
the tab characters in the output.

Non-printingcharacters(withtheexceptionoftabs.new-linesandform-feeds)

-vare printedvisibly.

Example:
ToCreateanewtile:
cat > filel.txt
Thiscommandcreatesanewfilefilel.txt. Aftertypingintothefilepresscontrol+d (”d)

simultaneously to end the file.
1. ToAppenddataintothe
file: cat >> filel .txt

Toappenddataintothesamefileuseappendoperator>> towriteintothefile, else the file

will be overwritten (1.e.. all of its contents will be erased).

2. Todisplaya
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LinuxProgrammingNotes
file:cat

file] txt

Thiscommanddisplaysthedatainthe file.

Toconcatenateseveralfilesand

d

display: cat filel.txt file2.txt
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The above cat command will concatenate the two files (filel.txt and file2.txt) and 1t will
displaythe output inthe screen. Some timesthe output maynot fit the monitor screen. In
such situation you can print those files in a new file or display the file using less

command.

catfilel txtfile2. txt|less

4. Toconcatenateseveraltilesandtotranstertheoutputtoanother file. cat

filel.txt file2.txt > file3 . txt

Intheaboveexampletheoutputisredirectedto newfile file3.txt. Thecat commandwill create

new file file3.txt and store the concatenated output into file3.txt.

rm COMMAND:

rmlinuxcommandisused toremove/deletethefilefromthedirectory.

SYNTAX:
TheSyntax 1s

rm|[options..| [file|directory]

OPTIONS:

-f Removeallfiles mmadirectorywithoutpromptingthe user.

Interactive. Withthisoption, rmprompts forconfirmationbefore removing

anyfiles.

Recursivelyremovedirectoriesandsubdirectories intheargumentlist. The

. directory will beemptied of filesandremoved.Theuseris normally

-r(or)- . . . .

( prompted for removalof any write-protectedfileswhichthe directory
contains.

EXAMPLE:
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1. To Remove / Delete afile:

rm filel . txt

Herermcommand willremove/deletethefilefile] txt.

2. Todeleteadirectorytree:

rm -1r tmp

This rm command recursively removes the contents of all subdirectories of the tmp
directory, prompting you regarding the removal of each file, and then removes the tmp

directory 1itself.

3. To remove more files atonce

rm filel .txt file2 txt

rmcommandremovesfile ]l txtandfile2 txtfilesatthesametime.

¢cdCOMMAND:

cdcommandisusedtochangethedirectory.

SYNTAX:
TheSyntax 1s

cd [directory|~|./|. /|-]

OPTIONS:

-L Usethephysicaldirectorystructure.
-P Forcessymboliclinks.

EXAMPLE:
1. cdlinux-command

Thiscommandwilltake youtothesub-directory(linux-command) fromitsparent

directory.
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2. cd..

Thiswillchangetotheparent-directory fromthecurrentworkingdirectory/sub-directory.

3. cd~

Thiscommand willmovetotheuser'shomedirectorywhich i1s"/home/username”.

cpCOMMAND:
cpcommandcopyfiles fromone locationto another. Ifthedestinationisanexisting file, then the
file 1s overwritten; if the destination is an existing directory, the file 1s copied into the directory

(the directory 1s not overwritten).

SYNTAX:
TheSyntax 1s
cp|OPTIONS].. SOURCEDEST
cp|OPTIONS]...SOURCE.. DIRECTORY
cp|OPTIONS].. --target-directory=DIRECTORYSOURCE...

OPTIONS:

-a sameas-dpR.

--backup[=CONTROL] makea backup ofeachexisting destinationfile

-b like--backupbutdoesnotacceptanargument.
ifanexistingdestinationfilecannotbeopened.removeitandtry
again.

-p sameas--preserve=mode.ownership.timestamps.
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preserve the specified attributes (default:

mode,ownership.timestamps)andsecuritycontexts, ifpossible
preserve[=ATTR LIST] N | |
additionalattributes:links.all.

-=110)-

don'tpreservethespecifiedattribute.
preserve=ATTR LIST

--parents appendsource pathtoDIRECTORY.

EXAMPLE:
Copytwo
files: cp
file1file2

Theabovecpcommandcopiesthecontentoftile 1 phptofile2.php.

1. Tobackupthecopied

file: cp -b filel.php

file2.php

Backupoffilel.phpwillbe createdwith'~'symbolasfile2.php~.

2. Copy folder and

subfolders:cp-Rscripts

scriptsl

Theabovecp commandcopythe folderand subfoldersfromscriptstoscripts|.

ISCOMMAND:

Iscommandliststhefilesanddirectoriesundercurrentworkingdirectory.

SYNTAX:

The
Syntaxis

IsJOPTIONS]... [FILE]
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OPTIONS:
Listsallthefiles.directoriesandtheirmode. Numberoflinks.ownerofthe

file_filesize, Modifieddateandtimeandfilename.

-1 Lists inorderotlastmodificationtime.
-a Listsallentries includinghiddentiles.
-d Listsdirectoryfilesinsteadofcontents.
-p Putsslashattheendofeachdirectories.

-U Listinorderoflastaccess time.

-1 Displayinodeinformation.

-Itr Listfilesorder bydate.

-1Sr List filesorderbyfile size.

EXAMPLE:
Displayrootdirectory

contents: Is /

liststhecontentsofrootdirectory.

1. Display hidden files and

directories: Is -a

listsallentriesincludinghiddentilesand directories.

2. Displayinodeinformation:

Is-1
7373073book.gif
7373074clock.gif
7373082globe.gif
7373078pencil gif
7373080child.gif
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OPTIONS:

Changethepermissiononfilesthatareinthesubdirectoriesofthe directory
= thatyouarecurrently 1n.
-C Changethepermissionforeachtfile.
1 Preventschownfromdisplayingerrormessageswhenitisunableto change
1 theownership ofatfile.
EXAMPLE:

1. chownhioxtest.txt
Theowner ofthe'test. txt'fileisroot, Changetonewuserhiox.
2. chown-Rhioxtest

Theownerofthe'test'directoryisroot, With-Roptionthefilesand subdirectories user also

gets changed.
3. chown-c hioxcalc.txt
Herechangetheownerforthespecific'calc.txt'tile only.
SecurityBy File
Permissionschmod

Command:

chmodcommandallows youtoalter/Changeaccessrightstofilesanddirectories.

FilePermissionisgivenforusers, groupandothersas,

ReadWrite Execute
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Grou | [ |

Others | | N

—— 000
Symbolic

SYNTAX:
TheSyntax 1s
chmod[options|[MODE]FileName

FilePermission

# FilePermission

0 none

| executeonly

2 writeonly

3 writeandexecute
4 readonly

5 readandexecute
6 readandwrite

7 setallpermissions

OPTIONS:

-cDisplays namesotonlythosefileswhosepermissionsarebeingchanged -f Suppress

most error messages

-R Changefilesanddirectoriesrecursively
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-V Outputversioninformationand exit.

EXAMPLE:

l. Toviewyourfileswithwhatpermissionthey are: Is -

alt

Thiscommandisusedtoviewyour fileswithwhatpermissiontheyare.

2. Tomakeafilereadableandwritablebythegroupandothers.

chmod 066 filel .txt

3. Toalloweveryonetoread, write,andexecutethefile

chmod7771ilel .txt
mkdirCOMMAND:

mkdircommandisusedtocreateoneor more directories.

SYNTAX:
TheSyntax 1s

mkdir[options]directories

OPTIONS:

-m Settheaccessmodefor thenew directories.
-pCreateinterveningparent directoriesiftheydon't exist. -v Print
help message for each directory created.

EXAMPLE:

1 .Createdirectory:
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mkdirtest

Theabovecommandisusedto createthedirectory'test'.

2 Create directory and
setpermissions: mkdir -

m 666 test

Theabovecommand 1susedtocreatethedirectory'test'andsetthe readand write

permission.

rmdirCOMMAND:

rmdircommandisusedtodelete/removeadirectoryand itssubdirectories.

SYNTAX:
TheSyntax 1s

rmdir[options.. |Directory

OPTIONS:

Allowuserstoremovethedirectorydirnameanditsparentdirectorieswhich
P
becomeempty.

EXAMPLE:

I. Todelete/removeadirectory

rmdir tmp

rmdir command willremove/deletethedirectorytmpifthedirectoryis empty.

rm-1rtmp
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2. To deleteadirectorytree:

rm-1rtmp
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This command recursively removes the contents of all subdirectories of the tmpdirectory.
prompting vou regarding the removal of each file, and then removes the tmp directory

itself.

mv COMMAND:

mv command which 1s short for move. It is used to move/rename file fromone directoryto
another. mvcommand 1sdifferent fromcpcommandasit completelyremovesthe file fromthe
source and moves to the directoryspecified, where cp command just copies the content from

one file to another.

SYNTAX:
TheSyntaxis

mv|[-f][-1]oldnamenewname

OPTIONS:

Thiswillnotpromptbeforeoverwriting(equivalentto--reply=yes). mv-fwill

movethe file(s)withoutpromptingevenifitiswritingoveranexisting
target.-1Promptsbeforeoverwritinganothertile.

EXAMPLE:

1. ToRename/Movea file:

mv filel .txt file2 txt
Thiscommandrenamesfile ] .txtasfile2.txt
2. Tomoveadirectory

mvhscriptstmp
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In the above line mv command moves all the files, directories and sub-directories from
hscripts folder/directoryto tmp directory if the tmp directoryalready exists. Ifthere 1s no

tmp directory it rename's the hscripts directory as tmp directory.

3. To Move multiple files/More files into anotherdirectory

mv filel txt tmp/file2.txt newdir

This command moves the files filel.txt from the current directory and file2.txt from the

tmp folder/directory to newdir.

diff COMMAND:

diffcommandisusedtofinddifferencesbetweentwofiles.

SYNTAX:
TheSyntaxis

difffoptions..| from-fileto-file

OPTIONS:

-a Treatalltilesastextandcomparethemline-by-line.

-blgnorechangesinamountofwhitespace. -¢ Use
the context output format.

-€ Makeoutputthatisavalidedscript.

Useheuristicstospeed handlingoflargefilesthathavenumerousscattered
-H
smallchanges.
-1 Ignorechangesincase;considerupper-and lower-caselettersequivalent.

PrintsinRCS-format like -fexceptthateachcommandspecifiesthenumber
-n
oflinesaftected.

OutputRCS-formatdiffs;like-fexceptthateachcommandspecifiesthe

numberoflinesaffected.
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-T Whencomparingdirectories.recursivelycompareanysubdirectories found.
-S Reportwhentwotilesarethesame.
-wlgnorewhitespacewhencomparinglines. -y Use

the side by side output format.

EXAMPLE:

Letscreatetwo filesfilel . txtandfile2 txtandletithavethe followingdata.

Data infilel .txt Data infile2 txt

HIOXTEST
HIOXTEST

hscripts.com
HSCRIPTS .com

withfriendship
L withfriendship
hioxindia

I. Compare files 1gnoring white

space: dift -w filel .txt file2.txt

Thiscommandwillcomparethefilefile 1 txtwithfile2 txtignoringwhite/blank space and

it will produce the following output.

2¢2

<hscripts.com

>HSCRIPTS.com
4d3

<Hioxindia.com

2. Comparethefilessidebyside,ignoringwhite space:

diff -by filel.txt file2.txt
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Thiscommandwillcomparethefilesignoringwhite/blankspace.It 1seasierto
differentiate the files.

HIOXTEST HIOXTEST

hscripts.com | HSCRIPTS.com
with friend ship  withfriendship

Hioxindia.com <

Thethirdline(withfriendship)infile2 .txt hasmore blankspaces.butstillthe-bignores

theblankspaceanddoesnot showchangesintheparticular line, -yprintoutthe result
side by side.

3. Compare the files ignoring

case. diff -1y filel .txt file2.txt

Thiscommandwillcomparethefilesignoring case(upper-caseandlower-case)and

displays the following output.

HIOXTEST HIOXTEST

hscripts.com HSCRIPTS.com
withfriendship Iwithfriendship

chgrpCOMMAND:
chgrpcommand isusedtochangethegroupofthefileordirectory. Thisisan admin

command. Root user only can change the group of the file or directory.

SYNTAX:
TheSyntax is

chgrp[options|newgroupfilename/directoryname

OPTIONS:
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Changethepermissiononfilesthatareinthesubdirectoriesofthedirectory

-R
thatyouarecurrently in.
-C Changethepermissionforeachfile.
-f Force.Donotreporterrors.
Hioxindia.com <
EXAMPLE:

1. chgrphioxtest.txt

Thegroupof'test.txt'fileisroot,Change tonewgrouphiox.

2. chgrp-Rhiox test

Thegroupof'test'directoryisroot. With -R.the filesand itssubdirectoriesalso changes to

newgroup hiox.

3. chgrp -chioxcalc.txt

Theyabovecommandisusedtochangethegroupforthespecifictile('calc.txt')only.

About wc

Short for wordcount, wedisplaysacountoflines, words.andcharacters 1nafile.

Syntax

wef-¢ |-m|-CJ[-l] [-w]] file...]

-C Countbytes.
-m Countcharacters.

-C Sameas -m.
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-1 Countlines.

-W Countwordsdelimitedbywhitespacecharactersornewlinecharacters.
DelimitingcharactersareExtendedUnixCode( EUC )charactersfromanycode set

defined by 1swspace()

File Nameoffiletoword count.

Examples

wemyfile.txt-Displays informationaboutthefilemyfile.txt. Belowisanexampleofthe output.

5 13 S7myfile.txt

5=Lines
1 3=Words
57=Characters

About split

Split afile into pieces.

Syntax

split[-linecount|-llinecount][ -asuffixlength]|[file [name]] split -

bn[k|m][-asuffixlength ] [ file [name]]

-linecount|-INumberoflinesineachpiece. Defaultsto 1000lines.

linecount

-a Usesuffixlength lettersto formthesuffixportion ofthe filenamesofthe split
sutfixlength  file. If -a 1s not specified, the default suffix length 1s 2. Ifthe sumofthe name
operandandthesuttixlengthoption-argument wouldcreateafilenameexceeding

NAME MAXbytes.anerrorwillresult:splitwill exitwithadiagnosticmessage
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andnofileswillbecreated.

-bn Splitafileinto piecesnbytesinsize.

-bnk Splitafile into piecesn® 1024 bytesinsize.

-bnm Splitafile into piecesn®* 1048576 bytesinsize.

File Thepathnameoftheordinaryfileto besplit. Ifno input file 1sgivenorfile 1s -, the

standard input will be used.

name The prefixto be used for eachofthe files resulting fromthe split operation. If no
nameargument i1sgiven,xwillbeusedastheprefixoftheoutputfiles. The
combined lengthofthebasenameofprefixandsuffixlengthcannotexceed NAME MAX
bytes: see OPTIONS,

Examples

split-b22newfife.txtnew-wouldsplit the file "newfile txt"intothreeseparatefiles called

newaa. newab and newac each file the size of 22.

split-1300file.txtnew-wouldsplit thefile"newfile.txt"intofilesbeginningwiththe name "new"

each containing 300 lines of text each
Aboutsettimeandtouch
Change fileaccessand modificationtime.

Syntax

touch[-al[-c][-m][-rref file|-ttime]file settime [ -f

ref file ] file

-a Changetheaccesstimeoftile. Do notchangethemodificationtimeunless -mis also

specified.
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-C Donotcreateaspecifiedfileifitdoesnotexist. Donotwriteanydiagnostic
messagesconcerningthiscondition.

-m Changethemodificationtimeoftile. Donotchangetheaccesstimeunless-ais
alsospecified.

-r ref file Usethecorrespondingtimesofthefilenamedbyref fileinsteadofthecurrent
time.

-ttime Usethespecifiedtimeinsteadofthecurrenttime.timewill beadecimalnumber
oftheform:
[[CC]YY|MMDDhhmm[.SS]
MM - The month of the year 01-12].
DD . The day of the month 01-31].
hh - The hour of the day 00-23].
mm - The minute of the hour 00-39].
CC - The first WO digits of the year.
YY - The second two digits of the year.
SS-The secondofthe minute[00-61].

-fret file Usethecorrespondingtimesofthefilenamedbyref fileinsteadofthecurrent
time.

File Apathname ofa file whosetimesare tobe modified.

Examples

settimemyfile. txt

Setsthefilemyfile.txtasthecurrenttime/date.

touchnewfile.txt
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Createsafileknownas"newfile.txt", ifthe filedoesnot alreadyexist. Ifthe filealready exists the

accessed / modification time 1s updated for the file newfile.txt

Aboutcomm

Selectorrejectlinescommontotwofiles.

Syntax

comm|[-1][-2][-3]file1file2

-1 Suppresstheoutputcolumnoflinesuniquetofilel.
-2 Suppresstheoutputcolumn otlinesuniquetofile2.
-3 Suppresstheoutputcolumnoflinesduplicatedinfile landfile2. filel

Name of the first file to compare.

file2 Nameofthesecondfileto compare.

Examples

commmyfilel.txtmyfile2.txt

Theaboveexamplewouldcomparethetwotiles myfilel txtandmyfile2.txt.

Processutilities:

ps Command:

pscommandisusedtoreporttheprocessstatus. psistheshortnameforProcessStatus.

SYNTAX:
TheSyntaxis

ps [options]
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OPTIONS:

Listinformationaboutallprocesses mostfrequentlyrequested:allthose

except processgroupleadersandprocessesnotassociatedwitha terminal..

-AoreListinformationforallprocesses.

-d Listinformationaboutallprocessesexceptsessionleaders.
-€ Listinformationabouteveryprocessnowrunning.
-f Generatesafull listing.

-] PrintsessionlDandprocessgroup ID.

- Generatealonglisting.

EXAMPLE:
1. ps
Output:
PIDTTY TIMECMD

2540pts/1 ~ 00:00:00bash
2621pts/1  00:00:00ps

Intheaboveexample, typingpsalonewouldlistthecurrentrunning processes.

2. ps-f

Output:

ulD PIDPPIDCSTIMETTY TIMECMD

nirmala 2540 2536 015:31pts/1  00:00:00 bash
nirmala 2639 2540 015:51pts/1  00:00:00 ps-f

Displaysfullinformationaboutcurrentlyrunningprocesses.
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killCOMMAND:

killcommandisusedtokillthebackground process.

SYNTAX:
TheSyntax is
kill[-s] [-1]%pid

OPTIONS:

Specifythesignalto send. Thesignal maybegivenasa signalnameor

number.

| Writeallvaluesofsignalsupportedbytheimplementation,ifnooperandis
given.

-pid Processidorjobid.

-9 Forcetokillaprocess.

EXAMPLE:

StepbyStep process:

e« Open a process music

player. xmms

pressctrl+z tostopthe process.

e Toknowgroupidorjobidofthebackground task. jobs
-1
e Itwilllistthebackgroundjobswithitsjobidas,

e xmms3956

kmail3467

e To kil a job or
process. kill 3956

(%3 CamScanner



killcommand killsorterminatesthebackground processxmms.

Aboutnice

Invokesacommandwithanalteredschedulingpriority.

Syntax

nice[-increment|-nincrement Jcommand/[argument... ]

-increment|-increment must be intherange1-19;1fnot specified, anincrementof101s n

Increment assumed. An increment greater than 19 1s equivalent to 19.

The super-user may run commands with priority higher than normal by using a
negativeincrementsuchas-10. Anegativeincrementassignedby an

unprivileged user 1s ignored.

command Thenameofacommandthat 1stobe invoked. Ifcommand namesanyofthe

special built-in utilities, the results are undefined.

argument Anystringtobesuppliedasanargumentwheninvokingcommand.

Examples

nice+13picomyfile.txt -runsthepico command onmyfile.txt withanincrementof+13. About

at

Schedulesacommandtoberanataparticulartime, suchasaprintjoblateatnight.

Syntax

at executescommandsataspecifiedtime.

atq  liststheuser'spendingjobs,unlesstheuser isthesuperuser:inthat case,everybody'sjobs

arelisted. Theformatoftheoutputlines(oneforeachjob)is:Jobnumber,date hour, job
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class.

atrm deletesjobs.identified bytheirjobnumber.

batchexecutescommandswhensystemload levels permit;inotherwords,whenthe load average

drops below 1.3, or the value specified in the invocation of atrun.

at [-c |-k|-s] [-f filename | [-qqueuename | [-m]-ttime [date [[-]][-r]

-f filename

-m

-ttime

date

Cshell.csh(1)isusedto executetheat-job.
Kornshell ksh(1)isused toexecutethe at-job.
Bourneshell sh(1) 1sused toexecutetheat-job.
Specifiesthefilethatcontainsthecommandtorun.
Sendsmailoncethecommandhasbeen run.

Specifiesatwhattimeyouwantthecommandtoberan. Formathh:mm.am/pm
indicationcanalsofollowthetimeotherwisea24-hourclockisused. Atimezone
nameofGMT,UCTor ZULU(caseinsensitive )canfollowtospecifythatthe

timeis inCoordinatedUniversal Time.Othertimezonescanbespecifiedusing

theTZenvironmentvariable. Thebelowquicktimescanalsobe entered:
midnight - Indicates the time 12:00 am (00:00).
noon - [ndicates the time 12:00 pm.

now-Indicatesthecurrentdayandtime.Invokingat-nowwillsubmitsubmit

anat-jobfor potentiallyimmediate execution.

Specifiesthedateyouwishittoberanon. Formatmonth.date,year. The

following quick days can also be entered:

today - Indicates the current day.

tomorrow-Indicatesthedayfollowing thecurrentday.
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-] Liststhecommandsthathavebeensettorun.

-T Cancelsthecommandthat you haveset inthepast.

Examples

at -m 01:35 < atjob = Run the commands listed in the 'atjob’ file at 1:35AM, in addition all
outputthat 1s generated fromjob mailtothe user running the task. Whenthis command has been

successfully enter you should receive a prompt similar to the below example.

commands will be executed using /bmn/csh

1ob1072250520.a atWed Dec 2400:22:002003

at -I=Thiscommandwilllist eachofthescheduledjobsasseenbelow. 1072250520.a Wed

Dec 24 00:22:00 2003

at-r1072250520.a=Deletesthejobjustcreated. or

atrm23 =Deletesjob23.

[fyouwishto createajobthat 1srepeated youcouldmodifythe filethat executesthecommands with

another command that recreates the job or better yet use the crontab command.

Note:Performing justtheatcommandatthepromptwillgive youanerror"Garbled Time", this 1s

a standard error message 1f no switch or time setting is given.

Diskutilities:

du(abbreviatedfromdiskusage)isastandard Unixprogramusedtoestimatefilespace usage—
space used under a particular directory or files on a file system.

du takesasingleargument,specifyingapathnamefor du towork;ifitisnotspecified,the current
directory is used. The SUS mandates for du the following options:

-a.displayanentryforeachfile(andnotdirectory)containedinthecurrentdirectory
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-H calculatediskusageforlinkreferencesspecifiedonthecommandline
-k,showsizesas multiplesof1024bytes, not512-byte
-L.calculatediskusage forlinkreferencesanywhere

-s reportonlythesumoftheusageinthecurrentdirectory notforeachfile

-x,onlytraverse filesanddirectoriesonthedeviceonwhichthepathnameargument 1s
specified.

Other Unix and Unix-like operating systems mayadd extra options. For example, BSD and
GNUduspecitya-hoption, displayingdiskusage ina format easiertoreadbytheuser, adding units
with the appropriate SI prefix’

$du-sk*
152304directoryOne
185654 8directoryTwo

Sumofdirectoriesinhuman-readableformat(Byte Kilobyte. Megabyte,Gigabyte, Terabyteand Petabyte):

$du-sh*
149M directoryOne
1.8GdirectoryTwo

diskusageofallsubdirectoriesand filesincludinghiddenfileswithinthecurrent directory (sorted
by filesize) :

$du-sk.[!.]**|sort-n

diskusageofallsubdirectoriesand filesincludinghiddenfileswithinthecurrent directory (sorted
by reverse filesize) :

$du-sk.[!.]**|sort—nr

Theweightotdirectories:

$ du-d1-c-h
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dfcommand:Reportfilesystemdiskspaceusage

Dfcommandexamples-tocheckfree diskspace

Typedf-hordf-ktolist freedisk

space: $ df -h

OR

$df—k

Output:

Filesystem Size Used AvailUse%Mountedon
/dev/sdbl 20G 92G  9.6G 49%/

varrun 393M 144k 393M 1%/var/run
varlock 393M 0 393M 0%/var/lock
procbususb 393M123k393M 1%/proc/bus/usb

udev 393M 123k 393M 1% /dev

devshm 393M 0 393M 0%/dev/shm

Irm 393M 35M  359M 9%/lib/modules/2.6.20-15-generic/volatile
/dev/sdb3 29G 54G  22G 20%/media/docs
/dev/sdb3 30G 59G  23G 21%/media/isomp3s
/dev/sdal 8.5G 43G 43G 51%/media/xpl
/dev/sda2 12G 6.5G  5.2G 56%/media/xp2
/dev/sdcl 40G 3.1G  35G 9%/media/backup

ducommand examples

dushowshowmuchspaceoneoremorefilesordirectoriesis using. $
du -sh
103M

-soptionsummarizethespaceadirectoryisusingand -hoptionprovides" Human-
readable" output.

Networkingcommands:

Theseare most usefulcommands inmylist while workingonLinuxserver.thisenables you to
quickly troubleshoot connection issues e€.g. whether other system is connected or not .
whetherotherhostisrespondingornotandwhileworkingforFIXconnectivityforadvanced trading
system this tools saves quite a lot of time .
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Thisarticle 1s incontinuationofmyarticle Howtoworkfast
inUnixandUnixCommandtutorials and Examples for beginners.
* finding host/domainnameandIPaddress -hostname

* testnetworkconnection— ping

* gettingnetworkconfiguration—ifconfig

* Networkconnections.routingtables, interfacestatistics—netstat
* query DNSlookupname— nslookup

« communicatewithotherhostname—telnet

* outingstepsthat packetstaketogettonetworkhost—traceroute

* viewuserinformation—finger

» checkingstatusofdestinationhost-telnet

ExampleofNetworkingcommandsin Unix

let's see some example of various networking command in Unix and Linux. Some of themare
quite basic e.g. ping and telnet and some are more powerfule.g. nslookup and netstat. When
youusedthesecommandsincombinationoffindandgrep youcanget anything youarelooking for e.g.
hostname, connection end points, connection status etc.

hostname

hostname with no options displays the machines host name
hostname—ddisplaysthedomainnamethemachinebelongsto
hostname —f displays the fullyqualified host anddomain name
hostname —i displays the IP address for the current machine

ping
[tsendspacketsofinformationtotheuser-defined source.Ifthepacketsarereceived, the
destination device sends packets back. Ping can be used for two purposes

. Toensurethatanetworkconnectioncanbeestablished.
2. Timinginformationasto thespeed oftheconnection.

[fyoudo ping www.yahoo.comitwilldisplay itsIPaddress.Usectrl+Cto stopthetest.

ifconfig
Viewnetworkconfiguration,itdisplaysthecurrentnetworkadapterconfiguration.Itishandyto
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determine 1fyouaregettingtransmit( TX)orreceive(RX) errors.

netstat

Mostusefuland veryversatile forfindingconnectionto andfromthehost. Y oucanfindout all the
multicast groups (network) subscribed by this host by 1ssuing ""netstat -g"'

netstat -nap | grep port will display process id of application which is using that
portetstat-aornetstat—allwilldisplayvallconnectionsincludingTCPandUDP netstat -
-tcp or netstat —t will display only TCP connection
netstat--udpornetstat—awilldisplayonlyUDPconnectionnetstat
-owilldisplayallmulticastnetworksubscribedbythis host.

nslookup

[fyouknowthelPaddress 1t willdisplayhostname. TofindallthelPaddresses foragiven domain
name, the command nslookup 1s used. You must have a connection to the internet for this
utility to be useful.

E.g nslookup blogger.com

Youcanalso usenslookupto convert hostnametolPAddressand fromIPAddress from
hostname.

traceroute

Ahandyutilityto viewthenumber ofhopsandresponsetimeto getto aremotesystemor web site
1s traceroute. Again you need an internet connection to make use of this tool.

finger

Viewuser information,displaysauser sloginname,realname.terminalnameandwritestatus. this 1s
pretty old unix command and rarely used now days.

telnet
Connectsdestinationhost viatelnet protocol, iftelnet connectionestablishonanyport means
connectivity between two hosts 1s working fine.

telnethostnameport willtelnethostname withtheportspecified. Normallyitisusedto see
whether host is alive and network connection is fine or not.

10Mostimportantlinuxnetworkingcommands

Linux 1s most powerfuloperating systemwhich often needs to use commands to explore 1t
effectively. Someofthecommandsarerestrictedtonormaluser groupsasthey arepowerful and
has more functionality involved in it. Here we summarized most interesting and useful
networking commands which every linux user are supposed to be familiar with it.
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1. Arp manipulatesthekernel’s ARPcache invariousways. Theprimaryoptionsareclearing an
address mapping entryand manually setting up one. For debugging purposes, the arp
programalso allowsacompletedumpofthe ARPcache. ARPdisplaysthelPaddressassigned to

particular ETH card and mac address

[fasil@smashtech]# arp
Address HWtypeHWaddress FlagsMask [face

59.36.

13.1 ether C eth(

2. Ifconfig 1susedtoconfigurethenetworkinterfaces. Normallyweusethiscommandto check

the IP address assigned to the system.It i1s used at boot time to set up interfaces as

necessary. After that, it is usually only needed when debugging or when system tuning
1sneeded.

[fasil@smashtech~|# /sbin/ifconfig
ethOUPBROADCASTRUNNINGMULTICASTMTU:1500Metric: 1

RXpackets: 12634 1errors:Odropped:Ooverruns: Oframe:0
TX packets:44441 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen: 1000

J. Netstatprintsinformationaboutthenetworking subsystem. Thetypeofinformationwhichis
usually printed by netstat are Print network connections, routing tables, interface statistics,
masquerade connections, and multicast.

[fasil@smashtech~|# netstat
Activelnternetconnections(w/oservers)

ProtoRecv-QSend-QLocal Address ForeignAddress State
tcpO 0 230.87:https ESTABLISHED
ActiveUNIXdomainsockets(w/oservers)

ProtoRefCntFlagsType State I-Node Path

unix 10 | DGRAM 4970/dev/log

unix2 | DGRAM 6625(w/var/run/hal/hotplug socket
unix2 DGRAM 2952 (@udevd

unix2 DGRAM 100564

unix3 STREAM CONNECTED  62438/tmp/.X11-unix/X0
unix3 STREAM CONNECTED 62437

unix3 STREAM CONNECTED 10271 @/tmp/fam-root-
unix3 STREAM CONNECTED 10270
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